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Executive Summary

Biomedical research institutions must comply with a complex set of regulations governing data
integrity, record-keeping, and traceability. FDA 21 CFR Part 11 is the most prominent standard, but it is
far from the only one. GLP requirements, regulations governing the use and care of animals in scientific
procedures, health and safety requirements, and GMO regulations all place their own demands on how
data is collected, stored, and reported.

No software can be “natively 21 CFR Part 11 compliant”—there is no accreditation that certifies this.
Software can, however, be designed to provide the technical controls that make validation possible.
tick@lab does exactly that: built-in access control, a comprehensive audit trail, confirmation and
acknowledgment capabilities, change control, and record locking give your organization the tools it
needs to establish and maintain compliance. This paper explains how.

1. Introduction

Whether conducting preclinical studies, managing genetically modified animal colonies, or performing
contract research, laboratories operate under strict regulatory oversight. The software used to manage
these operations must support the resulting compliance requirements—not as an afterthought, but by
design.

Regulations such as FDA 21 CFR Part 11 define the conditions under which electronic records and
signatures are considered trustworthy. But the compliance landscape extends well beyond Part 11.
Regulations governing animal use and welfare in scientific procedures impose reporting and record-
keeping obligations on facilities worldwide. Good Laboratory Practice (GLP) standards require traceable
raw data recording. GMO (genetically modified organisms) regulations demand detailed documentation
for the creation, breeding, transfer, and disposal of genetically modified animals. Health and safety
legislation adds further record-keeping requirements at the institutional level. Across all of these
frameworks, the same core questions arise: Can you prove who did what, and when? Can you retrieve
records reliably? Are changes traceable? Is access appropriately controlled?

The right laboratory management software must provide clear answers to each of these questions. This
paper shows how tick@lab addresses them.

2. Compliance: Software vs. System

There is no such thing as “natively 21 CFR Part 11 compliant” software. No accreditation body
certifies software products as Part 11 compliant. Software can be designed to support Part 11
requirements, but it cannot be Part 11 compliant in isolation. Compliance is always established
through validation of the complete system—the software, the infrastructure, the configuration, and
the organizational processes—within the context of each individual installation.
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A software vendor can and should design its product with regulatory requirements in mind, providing
the technical controls that make validation possible. But the compliance determination must be made
by each organization individually, considering its own infrastructure, SOPs, and regulatory context.

tick@lab has been designed with GLP and 21 CFR Part 11 requirements in mind from the outset. The
platform provides:

e Access Control with role-based authorization, authentication, and session management
e Audit Trail capabilities at multiple levels (see Section 3)

e Confirmation and Acknowledgment functions with user identity and timestamp

e Change Control through version management and configuration tracking

e Data Integrity controls including record locking and online data retention

For tick@lab SaaS deployments (Software-as-a-Service, i.e. Cloud), the hosting environment is managed
by a-tune under an ISO 27001-certified information security management system, providing additional
assurance regarding infrastructure security, encryption, and operational controls.

3. Compliance Capabilities
3.1 Audit Trail

tick@lab provides three complementary concepts for tracking changes to data, each serving different

compliance needs.

Housekeeping Information (Always On)

Every record automatically captures creation date, last change date, creating user, and last modifying
user. This baseline tracking is always active and cannot be disabled.

Object History

Object History logs changes to individual records with before-and-after values, the user who made the
change, the timestamp of the change, and the effective date. Users can also create manual activity
entries and annotations. The complete change trail is visible directly within the application, providing
transparent and traceable edits. For many regulatory scenarios—particularly outside full GxP
validation—Object History provides sufficient traceability.

Full Audit Trail

For environments requiring the highest level of data integrity assurance, tick@lab provides a system-
level audit trail recording every data operation: timestamp, user identity, affected object, type of
change, and old/new values. This audit trail is computer-generated and tamper-protected—it is not
accessible or editable through the application user interface. It can be enabled or disabled per object
type, and it records system-initiated background processes in addition to user actions.
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3.2 Access Control

tick@lab implements role-based access control covering both authentication and authorization. Users
are verified through unique credentials, with support for integration into existing identity infrastructure
(Active Directory, LDAP, SAML-based Single-Sign-On). Authorization is managed through the
application user profile, with granular control via roles, object-level permissions, and optional site-based

access restrictions.

3.3 Confirmation and Acknowledgment

While tick@lab does not implement electronic signatures in the strict regulatory sense (i.e., it does not
provide the biometric or username/password-plus-meaning signature construct defined under 21 CFR
Part 11 Subpart C), it offers dedicated functions for secure confirmation and acknowledgment of

actions. For example, sign-off on animal history entries or specific confirmation steps within workflows

record the user’s identity and a timestamp directly in the database.

These confirmation records are unique to each individual and directly associated with the user’s
account. They include the identity of the confirming user, the date and time, and the meaning of the

action (e.g., approval, review, acknowledgment).

3.4 Data Integrity and Retention

e Customer Data Ownership: Customers fully own their data and decide how it is managed. a-
tune does not enforce retention policies; retention schedules and data lifecycle management

remain under the customer’s control.

¢ Online Retention: All data remains available online within the system. There is no separate
archival subsystem—data is retained in place and remains accessible for the entire retention
period.

e Record Locking: Animal Records can be locked to prevent further modification, ensuring that

finalized data remains unalterable.

e Export: Data can be exported in standard formats (XML, PDF) for external archiving,
regulatory submission, or independent review.

e End-of-Contract Data Return: In the event of contract termination, customers can be
confident that access to their data is not contingent on continued service. The tick@lab
standard terms provide for the complete return of all customer data at the end of the contract
term, at no additional cost. This ensures that records can be securely archived or migrated to a
successor system, and that long-term retention obligations can be met independently of the
ongoing service relationship.
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3.5 Change Control

Change control for tick@lab is managed through a-tune’s software development processes, including
dedicated configuration and source code management systems and a strict release process. All releases
undergo extensive quality assurance and testing before production deployment.

For customer-specific configurations such as templates, cage cards, labels, or billing settings, tick@lab
provides export/import functions that allow customers to manage configurations reliably and transfer

them between instances.

3.6 Backup and Recovery

Although backup and recovery is often categorized as an information security concern, data availability
following a disaster or system failure is equally relevant from a compliance perspective. Regulatory
frameworks requiring long-term record retention and reliable data access presuppose that records can
actually be recovered when needed—not merely that they existed at some point.

For tick@lab SaaS deployments, a-tune operates a robust backup regime that includes multiple off-site
copies stored in geographically separate data centers. All backup locations remain within the same legal
jurisdiction as the primary hosting environment, ensuring that data residency and sovereignty
requirements are maintained throughout the backup chain.

The backup process is continuously monitored. Regular recovery tests—including simulated disaster
scenarios—verify that data can be successfully restored within defined timeframes. This gives customers
and auditors confidence that the system's record-keeping capabilities will remain intact even under
adverse conditions.

4. Validation Support

a-tune does not perform full validation on behalf of customers, as validation must reflect each
organization’s specific context. However, we provide comprehensive materials and services to support
and accelerate the process:

e System Documentation: Extensive documentation describing system functionality and
requirements, included in the standard package. This serves as the foundation for risk analysis,
identification of core modules, and derivation of test plans.

e Release Test Documentation: Test results for every release are published on our Resource
Library. Depending on your approach, this can address a significant portion of Operational
Qualification and Performance Qualification (OQ/PQ) documentation requirements.

e Test Scripts: Available on request, enabling your quality team to build customized OQ/PQ test
procedures based on proven scenarios.
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¢ 1Q (Installation Qualification) Support: For SaaS customers, a-tune can provide 1Q
documentation as an additional service. On-premise customers can use detailed installation

checklists to create IQ documentation during setup.

e Professional Services: Consulting support available for validation planning and execution.

5. Your Role in the Compliance Process

While tick@lab provides the technical foundation, the responsibility for validation and ongoing
compliance lies with each customer organization. This includes defining validation strategies,
performing risk assessments, configuring the system according to your Standard Operating Procedures
(SOPs), creating and conducting User Acceptance Tests, managing user accounts and roles, and
maintaining change control documentation. For on-premise installations, Infrastructure Qualification is

also the customer’s responsibility.

Transnetyx/a-tune provides the technical controls, the documentation, and the professional support.
Your organization brings the regulatory context, the processes, and the accountability. Together, this

forms a complete compliance framework.
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